ITAMATKA 110 KHBEPBE3OITACHOCTH JJIs1 KOHTPAI'EHTOB

Kubepb6e3onacHocth — oOecriedeHHWE 3alUIICHHOCTH KHOEPIPOCTpPaHCTBA, B KOTOPOM
(GYHKIHOHUpPYET OU3HEC, KOTOPOE JOCTHraeTCsl MPUMEHEHNEM Habopa CPelICTB, METOUK U MPHHIIUIIOB,
HaNpPaBJICHHBIX HAa TPOTHUBOJICHCTBHUE YIP03aM B KHOSPIIPOCTPAHCTBE U MHHUMHU3AIUIO MIOCIICICTBHI OT MX
peanu3amum.

BeimonHenne npocTeIX mNpaBwil KUOepOE30IMacHOCTH IO3BOJIMT CO37aTh obmiee Oe3omacHoe
KHOEPIIPOCTPAHCTBO VISl JOCTH)KEHHSI COBMECTHBIX 1eJIeH U ceaTh ceTh MHTepHeT Ooliee 6e30macHbIM
MECTOM.

ba3oBble npaBuiia kudep6e30MacHOCTH

1. BynpTe OCTOPOXXHBI C TeM, Kakyr WH(popMaruio myonmukyere o cede, 0 IPyruxX U O CBOeH
KOMITAaHUHT

Ilepen myOnukanwmeii 000 nHbDOpMaIuu B ceT IHTEpHET OTBETHTE Ha HECKOIBKO BOTIPOCOB:

— pasriamraet i myOnnkanus Bare Tekyliee MecTONoI0KeHHEe W, Ha000pOT, ToBOpHT 0 Bamem
OTCYTCTBHH T/Ie-TO Ha MPOTSHKSHUH JOJITOTO BpEMEHH?

— HapyllaeT JM myOJuKyemas WH(pOpMaIMs COTJIAIICHHEe O KOH(PHUIACHIIUAIBHOCTU, TPYIOBOH
JIOTOBOP WJIM MHOE COrjlalleHue, koropoe Bol wnu Bama koMnanus noanucana’?

— COJCPXUT JIM MyOJUKAIMs 9yKYIO JUYHYI WHGOPMAIMI0 Wik Oe3/10Ka3aTelbHbIC MyOJINYHbIC
00BUHEHN?

Ecnu xotst Obl Ha oauH W3 BompocoB Ber orBetmnm «/la», cieayer oTka3aThCst OT MyOJIUKAIMH
JaHHOW MHPOPMAIHH.

2. [lonumaltiTe, kKakue JaHHBIE COOMpaeT Baia kommanus, 1 yOeIUTeCh, YTO OHU 3alUIICHBI

[IpoBeanTe WHBEHTapHW3amUIO COOMpaeMbIX Barmield KoMIaHWeW NaHHBIX W OIpeNesuTe, Kakas
uHQOpMAIUs SBISETCS MyOJNUYHON, Y KaKUX AAHHBIX CPEIHsIS CTENeHb BAXHOCTH M Kakue Hamboiee
KPUTUYHBI U KOHQUACHIMATBHEL. [IpuMITE COOTBETCTBYOIIUE MEPHI ISl KAXKJON KaTeTOPHH: ITyOIuIHAas
HE TpeOyeT CEephbe3HbIX MEp 3alluThl, a HH(OPMAIMsS BBICOKOW BaKHOCTH JOJ/DKHA OBITh HAJICKHO
3aIHUIIEHA C UCIIOIb30BaHUEM HanboJiee CTPOTruxX MPaBul I0CTyIA IJIsl COTPYIHUKOB U KOHTPAreHTOB.

3. Ucnonk3yiiTe HECKOIBKO (PaKTOPOB ayTEHTU(DUKAIMN

AytentuduKanus — 3TO Mpolecc MOATBEPKICHHS HIACHTU(PHUKAIMOHHBIX JaHHBIX (HampuMep,
JIOTHHA ¥ TIAPOJIs) ITyTEM CPaBHEHUS MTPEIOCTABICHHBIX YYETHBIX JAHHBIX C CYIIECTBYIOIIMMH CBEACHUAMU
00 aBTOPM3OBAHHBIX MOJIB30BATESAX MeEpel MOJyuYeHHEM JOCTyNa K CHCTeMe WM NpuiokeHuto. [lo
BO3MOXKHOCTH CTapaiTech HMCIIOJIb30BaTh HE TOJILKO MAapoJib, HO M JOMOJHUTENBHBIA (QakTop s
ayTeHTH(UKAUU. DTO MOXET ObITh 0fHOpa30Bbii Ko u3 CMC cooluieHus, 3NeKTPOHHbIN cepTudrKaT
i Onomerpudeckuil pakrop (Hanpumep, OTIIEHYaTOK MaJIbla WM PACIIO3HABAHHE JIULY).

4. Ycranosure SSL/TLS ceprudukar myis Bamrero caiita

SSL/TLS ceprudukar obecrneunBaeT mU(POBaHUE MEXKIy Opay3epoM H CEepBEpPOM. ITO
oOecrieunBaeT 3aIuTy HHGOPMAIMU OT 3JIOYMBIIJICHHUKOB., Tarke Hammume SSL-ceprudukara
MO3BOJISICT MOJIB30BATEISIM YOSAUTRCS, YTO CAlT ACHCTBUTENLHO MPUHAJICKHUT Baiiei KoMnaHuH, a He
SIBIISICTCS (DUITHHTOBBIM.

5. Ucnionb3yiiTe HaJIeXkKHbIE U YHUKAJIbHBIE [TAPOJIU

CoBpeMEHHBIE BBIYUCIATEIHHBIE MOIIHOCTH IO3BOJIIIOT BBIYUCIIHTH MApOih W3 JCBATH OYKB B
HWKHEeM peructpe 3a 10 cekyHa. XOpolmid Maposib, 00eCIEeYMBAIOIINN JTOCTATOYHYIO HAJCKHOCTD,
JIOJIKEH COCTOSATh HE MEHEE UeM M3 8 CMMBOJIOB M COJCPIKAaTh IIU(PHI, IPOIKMCHBIC U CTPOUYHBIC OYKBBI U
cuMBOIIBL [Tpr 3TOM JTydilie BCero He UCTIOIB30BATH IIEJIBIE CJI0BA HA JIFOOOM S3BIKE, B TOM YHCIIE PYCCKHE



B aAHIJIHHCKOM PpacKiIaAke KJIaBUATYPHL. Hcnons3oBaHue YHUKAJIbHBIX naponeﬁ IMMO3BOJIUT COXPAHUTH
0€e30MacHOCTh OCTANIBHBIX CCPBHCOB B CJIy4ac, CCJIM MapoJib OT OAHOTO U3 HUX 6YI[GT CKOMITPOMETHUPOBAH.

6. OGHOBIISTITE BCE MPOTPaMMHOE 00CCIICUCHHE

OOHOBJIEHHST TTPOTPAaMMHOTO OOECTeueHUs] He TOJBKO MPHHOCSAT B HETO HOBBIC (DYHKIMH HITH
VIIy4lialoT paboTy, HO M 3aKPBIBAIOT OOHAPYKEHHBIC YSI3BUMOCTH B MPOrPaMMHOM Koje. Perymsphas
yCTaHOBKa OOHOBJICHUI TMO3BOJIIET OOPECTH YBEPEHHOCTh, YTO M3BECTHBIC «JBIPBI» B MPOrPAMMHOM
00eCIeYeHNN 3aKPbhIThI «3aIUIATKOW»-«maTdeM». Eciu mporpaMMHOe oOecrieueHue OOHOBUTH HEIb3S,
BHEJIPUTE M UCTIOIB3YyHTE KOMIICHCUPYIOIIUE MEPHI.

7. YcTaHOBHTE aHTHBUPYCHOE IPOTpaMMHOE 00ecriedeHue U PETYIISIPHO OOHOBIISHTE 0a3bl CHTHATYD

E>kemHeBHO MOSBISIOTCS COTHH HOBBIX KOMITBIOTEPHBIX BHPYCOB H BPEIOHOCHBIX IPOTPaMM.
N30exaTh 3apakeHusI IO3BOJINT YCTAaHOBKA aHTUBUPYCHOTO TIporpaMMHOTo obecnederusi. CoBpeMeHHbIE
AHTUBHUPYCHI TIO3BOJISIOT PACIO3HATh HOBBIM BHPYC MO €r0 MOBEACHUIO B CHUCTEME, OJHAKO Haubosee
3(()EeKTUBHBIM SBISCTCS pPEryJISpHOC OOHOBJICHHME 0a3 CUTHATYp — IU(PPOBBIX «OTICUATKOBY
BPEIOHOCHOTO POTPaMMHOTO 00eCIeUeHHS.

8. [lemaiite pe3epBHBIC KOIMU BaYKHBIX TAHHBIX

PerynspHoe co3ganue pe3epBHBIX KOIUI rapaHTUPYET, YTO B CIydae MOTEPU JAHHBIX UX MOXKHO
Oyzer BoccTaHOBUTH. [lpu 3TOM cienyeT XpaHWTh PE3EpPBHBIC KONHMM B HECKOJBKMX MECTax W Ha
HECKOJBKMX HOCHTEISX, YTOOBI B Cydae MOBPEXKICHHS OJHON pe3epBHON KOMUM ObLIa BO3MOXKHOCTH
HCIOJIb30BaTh JIPYTYIO.

9. YcTaHoBUTE U HACTPOITE MEKCETEBOM IKpaH Ha rpaHulle Barei cetn

MekceTeBoit 9KpaH IMO3BOJISET MPEIOTBPATUTH HECAHKIIMOHUPOBAHHBIN JOCTYI B KOPIIOPATHBHYIO
ceth. IIpy 3TOM Ba)XHO YCTAaHOBHTH HaOOp MPABUII VIS ONIPEJETICHNs, KaKoi Tpaduk paspemieH, a Kakoi
3anpenieH. Takke He 3a0bIBaiiTe peryIsipHO OOHOBIIATH IPOrPaMMHOE 00ECIIEYEHUE CAMOT0 MEXKCETEBOI0
3KpaHa (CM. MyHKT 6).

Kyabtypa kubepée3onacHocTu AJisi pA0OTHUKOB
10. YcTanoBuTe npaBuiia Jisl HCIIOJIb30BaHUS COOCTBEHHBIX YCTPOUCTB Ha paboueM MecTe.

Hcnonp3oBaHue TUYHBIX YCTPOUCTB TSl pabOTHI COTPYAHUKOB MOKET TIOBBICHTH 3 (EKTUBHOCTD U
MPOJIYKTUBHOCTh, HO NMPU 3TOM OTKPBHIBAET BO3MOXKHOCTH AJI1 aTaKH, MOCKOJBbKY JIMYHBIE YCTPOWCTBA
MOTYT OBITh HE OCHAIICHBI CPEICTBAMHU 3alUTHl W HCIIOJIB30BATHCS UL JIOCTyNa K KOPIIOPATUBHBIM
pecypcam. VYcraHoutre mnpaBumia Bring Your Own Device mis TOBBIMIEHHS OCBEIOMICHHOCTH
COTPYIHUKOB II0 BOIIPOCAM HKCIIOJIb30BAHUSI MOOMJIBHBIX TEXHOJOTMH W CIIOCOOOB YMEHBIIIECHHUS PUCKA
TaKOM aTakH.

11. Co3paiiTe cTpaTeruio pearupoOBaHus Ha MHIUICHTHI 0€30aCHOCTH

I"apanTHpoBaTh a0COMIOTHYIO 0€30MaCHOCTh HEBO3MOXKHO MPHU JIHOOBIX 00CTOSATENBCTBAX, IOATOMY
paspaboTaiiTe IaH ASHCTBUH B clydae kuOepaTaku Ha Bamm pecypcebl. DTo O3BOJIUT TrapaHTHPOBATh, UTO
Bbl cMoxeTe omepaTMBHO cpearupoBaTh W NpenoTBpatute Ooipmmii ymep6. Taxke Brl ycmeere
MIPEyIPEANTD MIPECCy, PETYIATOPOB U KOHTPAr€HTOB, €CIIHM aTaka OKaXeTCs CHJIbHEe, YeM OXKHAAJIOCh.
[Ipu 5TOM ciiefryeT yOeuThesl, 4TO Ha3HAUYEHBI OTBETCTBEHHBIE JIUTIA JIJIsI pealTU3alluy TUIaHa pearupoBaHHs
Ha WHIAJEHTHI, 1 OHH 3HAIOT, 9TO HEOOXOJMMO IPEANPUHATH B COOTBETCTBUH C HUM.

12. O6yuuTe COTPYIHUKOB paboTe C MapOISIMH

OOyunTe COTPYIHUKOB MpaBUiaM CO3JaHHS XOPOLIMX Mapojiei (CM. MyHKT 5), a Takxke MpaBUiIaM
Oe3omacHO pabOTHI C MAPOIAMHU:

— HC 3allUChIBATDH I1APOJIb HA 6YMa)KHOM HOCHUTCIIC,



— HE TepelnaBaTh MApOJU uYepe3 OHJIAWH-KaHaJdbl KOMMYHUKAIMH (MECCEHIKEPHI, SJIEKTPOHHYIO
MOYTY | JAp.), €CIH T HE 3aIIN(PPOBAHBL;

— N XpaHEHUs CIOXKHBIX TMapojedl MCIOoJIb30BaTh KOPIOPATUBHBIA MEHEIKep mapoJiei
(BCTpOCHHBIH B Opay3ep HE MOJAXOUT);

— H€ HCIIOJIB30BaTh OJHMU H TC XK€ IapOJIM MHOI'OKpPATHO JIsI Pa3HBIX CEPBHCOB, a4 TAaKXKE HE
HCIIOJIB30BaTh KOPIIOPATUBHBIC IIAPOJIU B JIMYHBIX HEIIAX.

13. Y6enurech, 9TO COTPYAHUKH 3HAIOT U TipoBepsttoT Hanmuuare HTTPS minst mcmonb3yemMsix B paboTe
caiToB

OO0yunte coTpymHukoB npoBepaTs Hammuue 3Haka HTTPS B agpecHoit cTpoke Opaysepa (3HaUOK
3aKPBITOTO «3aMOYKa» WU aJpecHas CTPOKa, OKpallleHHas B 3€JICHBIA IBET) Mepes Iepemadeii Jro0on
nHpopMmarun Ha caitt. Ecii 3aak HTTPS otcyTcTByer, Tyna Henmb3s nepenaBaTh HUKaKyt0 WH(GOPMAITHIO.

14. Ucnonp3yiite O0e30macHbIe KOMMYHHUKAIMH 110 AJIEKTPOHHOU MMOYTE W MPOBEIUTE TPEHUHT IO
pUCKaM (UIIMHTOBBIX aTaK

OOGy4uTe COTPYTHUKOB MpaBUiiaM 0E30MaCHOTO UCIIONB30BAHUS ANIEKTPOHHOM MOYTHI, B TOM YHCIIE
npaBwiaM 0e30MacHoi Tmepefadyd KOHOGHICHIUATbHONH HHGOPMAIUHK 4Yepe3 OSJICKTPOHHYIO IMOYTy H
HpaBUiIaM pacro3HaHusi QUIIMHIOBOTO MHChMA, a TAKXKE PACCMOTPUTE HCIIOIb30BAHHS CPE/ICTB 3aIUTHI
3IICKTPOHHOM MOYTHI, BKIFOYAsi CPeICTBA MH(POBAHUS COOOLICHN, aHTUBUPYCHOM 3aIUThI U HPOBEPKH
MPOUCXOXKICHHUS COOOIICHHIA.

15. PykoBoauTeN# JOMKHBI PaCIPOCTPAHSTH KYJIbTYpy KHOEpOe30MmacHOCTH

Beiciee pyKoBOACTBO KOMIIAHMH HE JTOJDKHO MMETh CYIIECTBEHHBIX MOOJaKEK C TOUKH 3PEHHUS
KnOepOe30macHOCTH, HANpPOTUB, PYKOBOOUTEIM IOJDKHBI MEPBBIMH NPHHATH M3MEHEHHS B IIPABUIAX
KOPIIOpPaTHBHOMU cTpaTeruu kubepoeszomnacHocTy. Eciu pykoBoauTeM MOKaXXyT HONOXKUTENBHBIHN IPHUMeED,
BCS KOMIIaHMS MTOCIIEAYET 32 HUMHU.

16. IlpoBoguTe KHOEPYUIECHNUS IS OJAEPIKAHUS COTPYAHUKOB B TOHYCE

Opranusyiite npoBeleHHEe KUOEpYUYCHUH MO (UIIMHIOBBIM WM HWHBIM aTakaM IJisl MPOBEPKU
TOTOBHOCTH K HHMM COTPYIHHKOB. Takue TeCcTbl CJIeQyeT IpPOBOAUTH 10 M IOCJIE TPEHHWHI'OB IO
krOeparakaM, 9ToObI U3MEPHUTH 3P (EKT OT IPOBEACHHBIX 3aHATHIA.

IIpoTuBoaeiicTBHE 310yMbIIJIEHHUKAM
17. Co3naiiTe rpymnmy OBICTPOTO pearupoBaHus

Co3paiiTe rpymniy JUis pearnpoBaHus Ha MHIMACHTHI ISl IOMOIIM OTBETCTBEHHBIM 33 COOJIOIeHHE
TUIaHa pearnpoBaHMs Ha MHIUACHTHL. B rpynmy OBICTpOro pearupoBaHUS MOXKET BXOAUTH COTPYIHUK,
OTBEYAIOIIHMI 33 CBSI3U C OOILIECTBEHHOCTHIO, JUISl MyOJHMKAIUU TPECCPETM30B, MPEICTABUTENb OT/ea
OpojaXx Juid OOLICHWS C KIMEHTaMU W JAPYTHe COTPYAHUKM B 3aBHCHMOCTH OT pasMmepa u cdepbl
JIEATENBHOCTH KOMIIAHHU.

18. IIpoBenute aHanu3 yrpos

AHanu3 WM MOAETUPOBAHIE YIPO3 MOKAXKET MOTeHIHMANbHBIE YTrpo3bl At U TundpacTpykTypsl, B
TOM YHCJI€ HCXOAIINE U3HYTPY opranu3anuy. He cTouT 3a0pIBaTh, YTO TaKMeE yTPO3bI MOTYT IIPEICTABIATh
HBIHEIIHUE W OBIBIIME COTPYIHUKH, NOAPSAYUKH, BEHIOPHI, CTOPOHHHUE MOCTABIUKH MM ApTHEPHI.

19. CocraBbTe HHCTPYKIHUIO IJIs1 OBICTPOTO pearnpoBaHus

Y6enurech, 4TO BBl TOTOBBI OBICTPO M AI(PQPEKTUBHO OTpPearupoBaTh B cliydae KHOEpaTaKH.
PazonumTe miaH coTpyIHUKaM KOMIIAHWW M Ha3HAYBTE OTBETCTBEHHOTO 3a €TI0 OCYIIIECTBICHHUE.

20. O06yunTe COTPYTHUKOB MPaBUIaM PEarupOBAHMS HA WHIIUCHTHI



3HaHHUE O IUIAHE B O BO3MOXKHBIX THIIAX aTaKH, a TAKXKC JCTAJIbHBIC MHCTPYKIHHU IO pEarupoBaHnIo
Ha MHIUACHTBI IJId KOHKPCTHBIX I[OJDKHOCTeﬁ COTPYAHUKOB MOMOKET pa6OTHI/IKaM IIOMHHUTH O CBOHX
00s13aHHOCTSIX COXpaHATh KOH(bI/II[CHHI/IaJ'H)HOCTL 1 MUHHUMU3UPOBATH PUCK YTCUKHU I/IH(bOpMaHI/II/I.

21. I[enaﬁTe BBIBOABI U3 MPONUIBIX MHIUJACHTOB U OIIbITA APYTHUX KOMIIaHUU

B ciydae, ecnmi MHIMAEHT BCE e TPOMU3OIIEN, ITOCIIE YCTPAHEHHSI TIOCIEICTBUI M BO3BPAIICHUS K
MITATHOMY DPEXUMY pabOTBl CleqyeT MPOBECTH ayAWT. B paMkax 3TOro MepOIpHsTHS HE00XO0IUMO
MPOBEPUTH, YTO MPHUHSITH HEOOXOAUMBIC MEPBI, YTOOBI TE KE CaMble YI3BUMOCTU HE SKCILTYyaTUPOBAIUCH
CHOBA, a TAaKXK€ MPOBEPUTH AKTYaIbHOCTH ACHCTBYIOIIETO IJIAHA PEATMPOBAHMSI HA WHUUICHTHI U TPU
HEOOXOMMOCTH BHECTU U3MCHCHUSI.

22. Beerga npeamnonaraiiTe HaaTu4ue ysa3BUMOCTEH

I[a;xce caMas goporasa CUCTEMaA 3allUThl HE MOXET rapaHTUPOBATh a6COJ'IIOTHy10 0e30ITacHOCTh BCEX
Bamux cucrem. Bcerma CIeayeT IMpeamnojaratb IMOABJICHUC HOBOH YA3BHUMOCTH, aKTyaIILHOfI JJIs
KOpHOpaTHBHOﬁ CCTH, UJIU IPUEM HOBOI'O COTPYAHUKA, UCPE3 KOTOPOT'O MOKHO IMPOBECTU B3JIOM.

JononHuTtenbHbIe Mepbl KHOep0e30aCHOCTH
23. CrpaxoBka st UT-urpacTpyKTyphI

KubepcTpaxoBanue, WM MOJNC CTPAXOBAHUS KHOSPPUCKOB — CTPAXOBOM MPOMYKT JUISA 3aIHTHI
Ou3Heca OT PHCKOB, CBSI3aHHBIX C IOJIb30BAaHHEM HHTEPHETOM, XpaHEHHEM M OOpaOOTKOM MaHHBIX B
AJIEKTPOHHOM BHJIE U TIp. brmaromapst kubepcTpaxoBaHUIO YOBITKA KOMIAHUH U3-3a KHOepaTakd 0OBIYTHO
CBOIATCSI K MUHUMYMY, ¥ (PMHAHCOBBIE MTOCIJIC/ICTBUS CMATYAIOTCH.

24. He 3a0wiBaiiTe ipo MHTEpHET Bemen

WuTepHeT Belieit — 3To ceTh nepeaadn JaHHBIX MEXIy (QU3MUSCKUMU 00bEKTaMH, OCHAICHHBIMHU
BCTPOCHHBIMH CPEICTBAMU M TEXHOJOTHSMHU AJSl B3aUMOJACHCTBHSA APYr C APYrOM WIHM C BHELIHEH
CTOPOHOI.

IIpu ncnonp3oBanny MHTEpHETa Bellel peKOMEHIYETCs] IPUCBANBATh UACHTU(PHUKATOPHI TSI BCEX
BEIlIEH, YTO MO3BOJMUT NPOBOAMTH MX AYTEHTHU(UKALMIO NMPH MOAKIIOYEHHUH K CETH M TapaHTHPOBATh
Oe3omacHyIo nepeaady AaHHBIX MEXIY YCTPOWCTBaMH.

25. YGenurech, UTO BCE CUCTEMBI JOCTYITHBI TOJIBKO YePE3 MHOTO(AKTOPHYIO ayTeHTH(PHUKALINIO WIH
ayTeHTU(UKALHMIO B HECKOJIBKUX TOUYKaX

[MTomMumoO moCTyIA K IAHHBIM TIOCIIE TPOXOKACHUS MHOTO(QAKTOPHOM ayTeHTH()UKauu (CM. TyHKT
3), noctyn k UT-unppacTpyKkType Takxke AOJKEH OBITh OrpaHU4eH. ITO BO3ZMOXKHO OCYILIECTBUTH Yepes3
MHOTO(aKTOPHYIO ayTEHTH(HKALHUIO, a TaKXKe IOCPEICTBOM ayTEHTU(UKALMU B HECKOJBKUX TOYKAX,
HalnpuMep, HOCPEACTBOM INPOXOXKIEHHS AayTeHTU(HUKAIMU [0 3arpy3KH OINEPalMOHHOM CHUCTEMBI, B
OIIEPALIMOHHYIO CUCTEMY U B KOHKPETHBIHN cepBuC. Takxke HEOOXOAMMO yUeCTh pa3rpaHuueHHe J0CTyTa Ha
OCHOBE pOJIed U IPeJOCTABICHHE IOCTyIa K aJAMUHMCTPUPOBAHMUIO CUCTEM TOJIBKO OIPE/EICHHBIM
MIPUBHUJIETUPOBAHHBIM TTOJIb30BATEIISAM.

26. [IpoBoauTe TECTUPOBAHUS HA IPOHUKHOBEHHE

[ToMMMO 37T0YMBIIUIEHHUKOB, COBEPIIAIONINX ATAKH C LIEIbI0 HAPYIIUTH 3aKOH, YKPACTh JTaHHbBIE
WIN NPUYMHAUTD yiepO Ou3Hecy, CylecTBYIOT «Oesbie» Xakepbl. OHU MPOBOJASAT TECTUPOBAHUS PECYPCOB
Ha MPOHUKHOBEHHE C IIEJIbI0 PaccKas3aTh O CYIIECTBYIONIMX CIIOco0ax B3JIOMa CHCTEM, YTOOBI 00ECTICUHTh
UX YCTpaHEHHE U HE JOIyCTUTh MPOHUKHOBEHNE «YEPHOTO» XaKepa.

27. PaCCMOTpI/ITe HCIIOJIL30BaHUE O0JIAYHEBIX CCPBHUCOB

OO0naunkie CCPBUCHI — II0JIC3HBIN HWHCTPYMCHT, 0CO0EHHO JIA MaJIblIX M CPEAHUX KOMHaHHfI,
KOTOPBIC XOTAT OTAAaTh CBOU HAHHBIC IO/ 3allUTYy prr[HOﬁ KOMIIaHHH. HpI/I perucrpanuun y 00JIaYHOT O



npOBaﬁ;[epa Ba)XXHO Y6€,Z[I/ITI>CH, YTO BbI BC€ O HEM 3HACTC. F):[e HaxoOATCsa AaTa-LUCHTPBI, A€ KOHKPECTHO
XPpaHATCA Ballld JaAHHBIC U KaK MOKHO HOJIYYUTb JOCTYIl K HUM.

IHoBbiIeHNE YCTOMYHUBOCTH KPUTHYHBIX CHCTEM
28. Yoenurech, 4To Bama ceTh cerMeHTHpPOBaHA

Pa30Ouenne ceTH Ha CETMEHTHI IO3BOJIUT H30€KATh MOJIY4YCHUA 3JI0YMBINUICHHUKOM KOHTPOJIA HaJ
BCEH CETHIO B CJiy4a€ IMPOHUKHOBCHUSA B KOPIOPATHBHYIO CETh. Cnez[yeT CEIrMCHTHUPOBATh CUCTEMEI I10
Ba)XHOCTH HUJIU 11O TOMY, HACKOJIBKO Ba)KHa CETh IJIs Omn3Heca.

29. V3yuute HOpMBI KHOEepOE30IacHOCTH ISl CBOEH OTPACIH U CTapalTech AeP KaThCs BBIIIE HIX

B OonbimmHCTBE OTpaciel CymecTByeT Ha0Op OTeUeCTBEHHBIX W MEXKIYHApOJHBIX CTAHIAPTOB M
AyYIIUX TPakTHK 1Mo obecneueHnto kuOepOezomacHocTH. CrenyeT JepKaThCs BBIIIE HOPM,
npenbsaBIsieMbIX Ui Bareit otpaciu u kiacca (YpOBHS, KATETOPUH) UCIIOIb3yEMbIX CHCTEM.

30. Beerna npoposmwkaiite U3ydeHNE HOBBIX TEXHOJIOTHIA U CPEICTB 3aIUTHI

Perynsipao yzaensiite BpeMsi U3y4EHUIO MOCTCTHUX JIyUIIMX MPAKTHK O€30MAaCHOCTH, BEHIOPOB H
TCXHOJIOTHI. Byzu,Te TOTOBBI K HCIIOJIb30BAHHWIO HOBBIX MHCTPYMCHTOB U TCXHOJIOT UM JIA obecrieueHus
Oe3onacHocty Bameit nappacTpykTypsl B ceti HTEpHET.

ciy4yae OOHapykeHUs WHIUAEeHTa kubOepOe3omacHocTu mpu B3aumoneictBuu ¢ OO0
«Ilynbc» oOparuTech MO aapecy 3JCKTPOHHON TOYTHI HampaBlieHHS KuOepOe30macHOCTH
cs@pulse-hcm.ru
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