ITAMATKA 110 KUBEPBE3OITACHOCTH

Kubep0e3onacHocTh — oOecrieueHUe 3alIMILEHHOCTH KHUOEPIPOCTPAHCTBA, B KOTOPOM
(GyHKIHMOHMpYET OHM3HEC, KOTOPOE JOCTUTaeTcs NPUMEHEHHEM Habopa CpeACTB, METOAMK H
NPUHIMIOB, HAMpPaBICHHBIX Ha MPOTHBOJACHCTBHE yrpo3aM B KHOEpHIPOCTPAHCTBE H
MHHHMH3ALHUIO TIOCIEICTBUN OT UX Pean3aliH.

BrinonHenue npocThix MpaBuil KHOepOe30MacHOCTH MO3BOJIUT CO3/1aTh 00IIee Oe301acHoe
KHOEPIIPOCTPAHCTBO JUIS JOCTH)KEHHSI COBMECTHBIX IIeJiel M ciaenath ceTb MHTepHeT Oolee
0€30MacCHBIM MECTOM.

ba3zoBble npaBuJia Kudepoe30nacHoOCTH
1. Bynbre ocTOpOXHBI C TeM, KaKyto HH()OpMAIIHIO MyOIUKyeTe 0 ce0e U O JPYTHX.

[lepen mybOnukanueil mo0oit uHbopManuu B cetu VHTepHET OTBETbTE HAa HECKOJBKO
BOIIPOCOB:

— pasriamaert Ju myoaukays Bame Texyiee MecTonoa0KeHne Ui, Ha000poT, TOBOPHUT
o Bamem otcyTcTBUY Iie-TO Ha MPOTSHKEHUU JIOJITOTO BpeMeHH?

— Hapymaer Ju myOnukyemas HWHQOpPManus COTIalleHHe O KOH(HICHIHATbHOCTH,
TPYIOBOI JOTOBOP WJIM MHOE COTJIallieHne, KoTopoe Brl moamnucanu?

— COJEPXHT JIM MyONHKauusl 4yXKyl JHYHYI HHPOpMAIHI0 Wi Oe3l10oKa3aTelbHbIe
nyOaM4HbIE OOBUHEHUS?

Ecin xors Obl Ha onuH w3 BompocoB Bel oTBetmnu «Jlay, ciemyer oTkKazaTthCcsi OT
myOJIMKaIUU TaHHOW HH()OPMAIINH.

2. Hcnonb3yiiTe HECKOIBKO (PAKTOPOB ayTEHTH(PUKAIIUU

AyTeHTU(UKAIMST — 3TO TMPOLECC MOATBEPXKICHUS HUACHTU(PUKAIIMOHHBIX JaHHBIX
(HampuMmep, JIOTMHA W TMapojsi) MyTeM CpPaBHEHUS MPEAOCTaBICHHBIX YYETHBIX JAHHBIX C
CYLIECTBYIOIIMMH CBECHUSIMU 00 aBTOPHU30BAaHHBIX MOJIB30BATENSIX Mepe/l MOIYUEHHUEM JI0CTYTIa
K CUCTEME WJIM IIPWIOKEHHUIO. 10 BO3MOXKHOCTH cTapaiiTech NCIIOIB30BaTh HE TOJIBKO MapoJib, HO
U JIOTIOJIHUTENbHBIN (PaKTOp A7 ayTEHTUDHUKAIIMU. DTO MOXKET OBITh OHOPa30BbIi Ko n3 CMC-
COOOIIEeHHUS, JEKTPOHHBIA cepTHU(UKAT WM OuoMeTpudeckuil (¢akTop (Hampumep, OTIEYATOK
naJiblia UM paclo3HaBaHKe JIMIL).

3. Hcnonb3yiiTe HaZe)KHbIE U YHUKAIbHbBIE TapOJIn

CoBpeMEHHBIE BBIYMCIUTENIBHBIE MOIIHOCTH MO3BOJIAIOT BBIYHUCIUTH MApOib U3 JEBATH
OykB B HMKHeM peructpe 3a 10 cexkyHa. Xopomuid nmaposib, 00ecneurBaroui JOCTaTOUYHYIO
HaJIe)KHOCTb, JOJKEH COCTOSITh HE MEHEE YEM U3 8 CUMBOJIOB U COJIEPKaTh LU P, IPONHUCHBIE U
CTpOYHbIE OYKBBI U CUMBOJIBL. [Ipy 3TOM JTyuIiie Bcero He MCMOIb30BaTh II€JIbI€ CJIOBA Ha JIIOOOM
SA3BIKC, B TOM YUCJIE PYCCKUE B aHT A CKON pacCKiIaiKke KJIaBUaTypHhI. Hcnoap3oBanue YHHUKAJIBHBIX
napoJieil MO3BOJUT COXPaHUTh O€30MACHOCTh OCTAJIbHBIX CEPBUCOB B Cllydae, €ClIM Maposib OT
OJTHOTO U3 HUX Oy/eT CKOMIPOMETHPOBAH.

4. OoOpamaiiTech ¢ MapoIIMU MPaBUIBHO

HI/IKOMy HC COO6H.I8.I‘/’ITC CBOM ITapOJii — OaXC CBOUM OJIM3KUM U COTpyAHUKaAM OaHKa.



He 3anmmcepiBaiite maponu uinu PIN-ko1b1 0aHKOBCKHX KapT, IMOO HE YKa3bIBAMTE B 3aITHCH
WH(OPMAIIHIO O TOM, OT Yero JaHHBINA Mapojb, U HE XPAHUTE BMECTE C KapTO, a TAK:Ke B MECTe,
KOTOPOC HC HAXOAUTCA IO BammM mocTossHHBIM KOHTPOJIEM.

PGFYJ'IHPHO MEHSIATE mapoJin. PeKOMeHI[yeMaﬂ NEPUOANYHOCTE CMCHBI — HE PEXKE OJHOI'O
pa3a B 3 MCCilla, MaKCMMaAJIbHAsA — pa3 B I'O.

5. YcraHOBUTE aHTUBHPYCHOE NPOrPaMMHOE OOECIIEUEHHME U PETYIISIPHO OOHOBIISNTE
0a3pl cUrHaTYyp

ExeIHEBHO TMOSBJISIOTCS COTHH HOBBIX KOMITBIOTEPHBIX BHPYCOB W BPEIOHOCHBIX
nporpamm. M30exarh 3apakeHHs TO3BOJUT YCTAHOBKA AaHTHBHPYCHOTO IPOrPAMMHOIO
oOecnieueHusa. CoBpeMEHHbIE AHTUBUPYChl IO3BOJIAIOT pAcHO3HaTb HOBBIM BHUpPYC IO €ro
MOBEJICHUIO B CUCTEME, OJHAKO Hanboiee d3(h(PEeKTHBHBIM SIBIIICTCS PETYJIIpHOE OOHOBIIEHHE 0a3
CUTHATYP — HU(POBBIX «OTIEYATKOBY» BPEIOHOCHOIO IPOTPAMMHOTO 00ECIICUCHHS.

6. I[enaﬁTe PE3CPBHBIC KOIMMU BAXXHBIX JTaHHBIX

PerynsipHoe co3anue pe3epBHBIX KOIMI FapaHTUPYET, YTO B CIIy4ae NOTEPU JAHHBIX UX
MOYKHO OyJIeT BOCCTaHOBUTH. [IpH 3TOM ciieryeT XpaHUTh pe3epPBHBIE KOITMU B HECKOJIBKUX MECTax
U Ha HECKOJBbKHUX HOCHUTEINSAX, YTOOBI B Cllyyae NOBPEXACHUS OJHON pe3epBHOM Komuu Oblia
BO3MOKHOCTb UCIIOJIB30BaTh APYIYIO.

7. Hcnonb3yiite TOIBKO 0€3011aCHOE HHTEPHET-COEITUHEHUE

He wucnonp3yiite He3amuiieHHbIe WM HemoBepeHHble Wi-Fi-cetn mis coBeprieHus
OHJIAMH-TUIATEXXEW WM NEpeJavyd Ba)KHBIX JAHHBIX, a TAKXKE HMCIOIb3YMTE CPEACTBA 3aILMUTHI
coenunenuii (VPN).

IIpaBuia kudep0e30MaCHOCTH NP UCIOJIb30BAHUHU YJIEKTPOHHOMH MOYTHI
8. He orBeuaiiTe Ha MOAO3PUTENBHbBIE TUCHMA

[Ipu monyyeHuM 3JIEKTPOHHOTO COOOIIEHHUS O BBIMIPHILIE B JIOTEPEIO WM O 3HAKOMBIX,
MOTEPSIBIIMX CBOW IMACIOPT B APYrOM CTpaHe, HUKOrja He orsedaire. [InceMo mpenHa3HaueHO
JUISL TOTO, YTOOBI MONBITATHCS YKpacTh HHpopMaluio o Bac nnu o Bamem 0aHKOBCKOM cuere.

9. OcrteperaiiTech (hpunMHra

@umuHr — 3TO BHUJA KHOEPIPECTYIMHOCTH, KOTJAa MOIICHHUKH CBS3BIBAIOTCS 10
AIIEKTPOHHOM IOYTE C MOJb30BaTEJIIMU OT MMEHU M3BECTHBIX pecypcoB (Hampumep, OZON,
Wildberries, ['ocycnyru u npyrue). [lox npenmoroMm npo6ieM ¢ y4eTHBIMU 3aMUCSIMU OHH TIPOCSIT
NPEJOCTaBUTh KOH(PHICHIINAIBHBIE CBEJICHNS, TAKIE KaK JaHHBIE KPEAUTHOW KapThl, MapOJIH.

Huxorma He MepexoauTe 1o CChblUIKaM B IMUCbMaAx, I'/ic Bac MpOCAT BBECTH IApOJIb WA
APYyTryro Bamy JINYHYTIO I/IH(pOpMaI_[I/IIO, TOJIBKO €ClIM BBl cCaMOCTOATEIbHO HE 3alpocuini CMCHY
napoJis. BaumarensHO INOCMOTPUTE HA HCTOYHHUK IIHCbMa U y6C,Z[I/ITCCB, YTO OH ABJIACTCA
3aKOHHBIM, IIPCKIC YEM YTO-JIH00 ACJaTh.

10. He oTkpriBaiiTe HE3arpanInBaeMble BIOKEHHUS

He OTKpBIBaﬁTe BJIOKCHUA U3 IHUCCM, CCJIMU OTIIPABUTCIIb Bam HCHU3BCCTCH,
a Takke ecim Bbel He oXugaeTe MOHUCBMO C TaKUM BJIOXKEHHUEM. OTKpLITI/IC (paﬁHOB
N3 HCHU3BCCTHOI'O HMCTOYHHKA MOXKET CACIATb YCTpOﬁCTBO YA3BUMBIM IJId 3JIOYMBIIIJICHHUKA.
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Ecnn ucrounuk nucbMa Bam 3HakoM, HO NMUCBMO BBINIAUT IOJO3PUTENIBHO, yOeauTeCh y
OTIIPABUTEIIS IO JPYTroMy KaHajly CBSI3U, HAIPUMED, 1O TenedoHy.

IIpaBuia kudep0e30MacCHOCTH NPH UCIOJIb30BAHUHU BeO-CaliTOB
11. He nepexoaurte no moI03pUTEIbHBIM CChUIKaM

He oTkpbIBaiiTe OA03PUTEIBHBIC CCBUTKH, @ TAKIKE HE MIEPEXOANUTE TI0 KOPOTKHM CCHUIKAM
tuna bit.ly, u.to, bit.do u ap. Takue ccbUTKM 4acTO MCHOIB3YIOT U MPUCHUIAIOT MOIICHHUKH.

12. OOGparuTe BHUMaHUE Ha aJpec caidTa rmepea BBOJAOM CBOUX JaHHBIX

QaybIIMBBIA CAUT MOKET ITOJIHOCTBIO KOIIMPOBATh BHEIIHUN BUJ HACTOALLEIO, HO aapec
caiita B cTpoke Opay3epa OyneT omindaTbcsa. BHUMATeNbHO M3yduTe agpec CaiTa, MOCKOJIBKY
MOIICHHUKHA MOTYT TBITaThCS TOAJENATh €r0 MyTEeM HUCIOIb30BaHUS BU3YaJbHO MOX0XKHUX OyKB
WM ITOXO0KET0 JJOMEHA.

13. IIpoBepbTe Hammume Ha caiite npotokosa HTTPS

[IpoBepsrTe Hammume 3naka HTTPS B aapecHoit crpoke Opay3epa (3Ha4OK 3aKpBITOTO
«3aMOYKa» WIM aJpecHas CTPOKAa, OKpalleHHas B 3€JICHBbIM 1LIBET) mepes mepenaudeit Jro0oi
uHpopmanuu Ha cait. Eciu 3nak HTTPS otcyrcTtByer, Tyaa Henb3s mepefaBaTb HUKAKYHO
UH(pOpMaLUIO.

14. IIpoBepbTe MOAO3PUTEIBHBIE CAUThI

[IpoBepuTh CalT U y3HAaTh UCTUHHBIX BIJIAJIEIBLEB CaliTa BO3MOXHO 4€pe3 CIIEHHUAIBHBIE
cepsucel WHOIS (whois.ru, reg.ru u mp.).

15. Korjia Henb3st BBOAUTH JaHHBIC KapThl

Huxorna ve BBoguTe AanHbie 0aHKOBCKOM KapThl, kKogx CVV2/CVC2 ¢ 3agHel CTOpOHBI
u koxel 13 CMC ot 6aHka Tpy 3alOJTHEHUH 3asBOK HA COIMAJBHBIC BBITUIATHI, IS TTOYYEHHS
BBIMTpHIIIA B JOTepee W mpod. st opopmiieHHs BBIILIAT WM TIEPEUUCIICHUS BBIUTPHIIIA
UCIIOJIb3yeTCsl HOMep OaHKOBCKOI'O CYeTa, a He JaHHble 0aHKOBCKOW KapThl. JloOas mpocbOa
BBO/Ia JIAHHBIX KapThl U CEKPETHOTO KOJIa — SIBHBIN MPU3HAK MOIICHHUYECTBA.

3BOHOK M3 0aHKa
16. 51 Bam nepe3BoHIO

Ecnu Bam 3BOHAT 1 MNpEACTaBIIAOTCA COTPYAHUKAMU 6aHKa, MMPEKAC YEM NNPCAINIPUHUMATD
KaK#e-JIH00 ﬂeﬁCTBHH, MEPE3BOHUTE CaMH IO HOMCPY, YKA3daHHOMY Ha 0aHKOBCKOM KapTe, u
YTOYHUTE, JeHCTBUTEIBHO U BaM 3BOHMI COTPYIHUK OaHka.

17. OnyaliH-KOHCYJIBTAHT

Ecnu Ha caiite win B mpuioxeHMH OaHKa €CTh BO3MOXKHOCTH OOpallleHus K OHJIaiH-
KOHCYJIbTaHTY, YTOYHHUTE Yy HEro B IMPOLECCe pa3roBopa, JACUCTBUTENBHO U Bam 3BOHUT
COTPYAHHUK OaHKa.

18. Iaponb «Psr6a-meu»

He coo0maiite K010BO€ CIIOBO, €CIM HE YBEPEHBI, UTO Pa3srOBapUBAETE C COTPYIHUKOM
Oanka. 3Hast Baiu nepcoHanbHbIE TaHHBIE U KOJIOBOE CJIOBO, MOILIEHHUKH MOJIy4YaT BOZMOKHOCTh
coBepuIaTh onepanuu ¢ Bamum 6aHKOBCKUM CUETOM.



19. OO6pamaiitech B oTAeneHNE OaHKa

He npoBonute aeiicTBus mo paszbiokupoBke Bamieil kaptel, 3amuTe Bammx cueToB oT
JEHUCTBUI MOIICHHUKOB 10 YKa3aHHWIO 3BOHSIIUX BaMm «cOTpyaHHKOB 0OaHKay, oOpamaiiTech B
oT/eneHne 6aHka. 3alOMHUTE, B Cllydae OOHAPYKEHHS MMOJAO03PUTENIBHBIX ONepaliil HacTosIIue
COTPYIHUKH OaHKa He OyAyT 3BOHHTH Bam, a cpasy 3aMOpO3AT onepaiuio Uid 3a0J0KHUpPYIOT

Kapry.
20. BxirouuTe B MPUIIOKEHUN OaHKA IPOBEPKY TeIePOHHBIX HOMEPOB

MoOwibHBIe TPUIIOKEHUSI OAHKOB IMpeIUIararoT CEPBUCHI Ui MPOBEPKH Telle(OHHBIX
HOMepOB. BxirounTe ncnosab30BaHKUEe JaHHOTO CEPBUCA B IIPUIIOKEHUN CBOETro OaHKa.

21. YcranaBauBaiiTe MOOMILHBIE IIPHUITOXKCHUA 0aHKa TOJLKO U3 JAOBEPEHHOI'O
HNCTOYHHKA.

MoOunpHOE IPUIIOKEHUE U3 Mara3uHa MpuiokeHni Bamero ycrpoiicTBa MOXKeET ObITh
MOIICHHUYECKUM. Y CTAaHOBUTH MOOMJIBHOE MPHIIOKEHUE OaHKa MOKHO TOJIBKO U3 JJOBEPEHHOTO
HUCTOYHUKA, HAIPUMED, caiiTa 0aHKa, B OTJCIICHUN OaHKa. A 0OHOBUTH BEPCHUIO MPHIIOKCHHUS
MO>KHO TT0 CCBhUIKE B YBEJIOMJICHUH B JICHCTBYIOIIEM MPUIIOXKEHUH Barrero 6anka.

Be3onacHocTh Ha caliTax 0eCIIATHBIX 00LABJICHUI
22. IlposepsiiiTe OT3BIBBI

OO6parute BHUMaHKue Ha poduiib nmpoaarua. [Ipoduimm MOIIeHHUKOB OOBIYHO CO3/IaHbBI B
teueHue nocieaaux 10 gaei (vamie 1-2) 1 He UMEIOT 3aBEPIICHHBIX CACIOK B HICTOPHUH.

23. He nepexonute 1t OOIICHUST B MECCEHIKEPHI

Benute IEPCINUCKY TOJIBKO Ha CaMOM caiiTe WIM B IMPHUIIOKCHHU. OcHoBHas ociib
MOIICHHHUKOB — BBIBECTHU JHUAJIOI" U3-110J KOHTPOJIAA aIMUHHUCTPAIUN IIJIOIAAKH.

24. He nepexoauTe Mo NPUCHIIAEMbIM CChLIKaM

CrapaiiTecb HE NEPEXOIUTH IO CCBUIKAM, IPHUCIAHHBIM I[0JIB30BATEISIMH TOPTOBBIX
wiomaaok. I1o BO3MOXKHOCTH cTapaiiTech HCIONB30BaTh Mpe/ularaeéMble IUIOMAAKONW CIOCOOBI
JIOCTaBKHM, B MHOM CJIydae MepexoJuTe Ha CalT He uepe3 HalpaBlIEHHYIO CCBUIKY, a Monpolyiite
HaWTU JAHHBIM CEPBUC YEPE3 MTOUCK.

25. Beszomnacuas omara

ITo BO3MOXHOCTH HcHONb3yHTe (yHKIMIO «be3onacHasi caenaKa» BHYTPU PECYpPCOB C
OecrutaTHBIMU OOBSBJICHUSAMH JUIsS OIUIaThl TOBAapoOB. B MHBIX Cilydasx Jydlle HCIOJIb30BaTh
OTJENbHBIA TeNe(OHHBIM HOMEp, K KOTOPOMY HE€ MpPUBSI3aHbl MECCEH/KEpPbl, U OTIEIbHYIO
BUPTYaJbHYIO KapTy, Ha KOTOPYI IEPEBOAUTH CPENCTBA HENMOCPEACTBEHHO NEPEN CHEIKON B
pasmMepe CyMMBI CIEIKU. DTO JUIIAET 3JI0YMBIIUIEHHUKA BO3MOXXHOCTH NMPHUCIATh (PUITUHTOBYIO
CCBUIKY M CHUMaTh ¢ OanaHca kapThl Bamm neHsru.

B ciyuae oOGnapykeHus wHIMIEHTa KuOepOe3onacHoCTH npu B3aumojercteun ¢ OO0
«Ilymbc» obOpartutech TO aapecy JJICKTPOHHOM TIOYTHI HAIpaBieHUs KuOEpOe30MMacHOCTH
cs@pulse-hcm.ru
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